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The current economic and business climate has sharpened the 
already strong focus on internal control. It is of great 
interest to managements who run an enterprise— private or 
public, profit or non-profit, global or domestic, large or 
small— as well as directors who oversee them, and legislators, 
regulators and many other parties.
This study represents an important private sector effort to 
advance the understanding of internal control and has two 
principal purposes:
To provide a common ground for mutual understanding of
internal control by all interested parties, and
To provide criteria against which all entities can assess
and, where necessary, identify areas where they can improve
internal controls.
The study's conclusions are presented in this report as an 
integrated internal control framework. It identifies nine 
interrelated components that, working together, result in an 
effective internal control system. It indicates that when 
there are control failures, they often result from deficiencies 
in one or more of five specific components: lack of integrity, 
or ignoring ethical values, on the part of top management; a 
weak or negative control environment; failure to link top-level 
objectives with objectives for operating and support units; 
poor communication within the organization; and inability to 
understand and react to changing conditions.
The study was undertaken as a direct result of a Treadway 
Commission (National Commission on Fraudulent Financial 
Reporting) recommendation that its sponsoring organizations 
work together to develop the needed guidance. Hundreds of 
individuals— corporate executives, legislators, regulators, 
consultants, auditors and academics— provided input to Coopers 
& Lybrand, which conducted the study and prepared this report. 
The sponsoring organizations had significant input into the 
project and draft report, primarily through a project Advisory 
Council composed of individuals possessing substantial internal 
control expertise.
COSO is issuing this exposure draft for public comment because 
the exposure process will help improve the product and
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hopefully build consensus for the report. The process also 
will provide visibility to the need for effective internal 
control and stimulate discussion of key control issues. 
Following the exposure process and consideration of public 
comments, COSO intends to ask each of the sponsoring 
organizations to endorse the final report.
STRUCTURE OF EXPOSURE DRAFT
This exposure draft is presented in four parts:
Part 1 - Executive Briefing. Directed to the chief executive, 
other senior executives, members of boards of directors, 
legislators and regulators. It includes a summary of the study 
and discusses limitations of internal control, roles and 
responsibilities of all parties, and assessing internal control 
effectiveness.
Part 2 - Definition and Components. Designed for financial and 
operating executives and other individuals desiring a more in- 
depth understanding of the definition, criteria and components 
of internal control.
Part 3 - Management Reporting to External Parties. Intended 
for individuals interested in management reporting on internal 
control.
Appendices - Background. Project Methodology. Evaluation Tools. 
Designed for operating and financial personnel, internal and 
external auditors and others requiring further information 
about the study, application of the concepts and means of 
evaluating internal control.
SPECIFIC MATTERS FOR COMMENT
As the report points out, internal control pervades all 
activities of an organization. Accordingly, you may want to 
i n v o l v e  r e p r e s e n t a t i v e s  of y o u r  s e n i o r  m a n a g e m e n t  
team— financial and non-financial— in reviewing pertinent 
sections of this exposure draft. Comments are welcome on all 
matters. We are particularly interested in receiving comments 
related to the following issues. If you can provide supporting 
arguments for alternative views and be specific on how the 
report should be modified, it would be appreciated.
Definition (Chapters 1 and 5). Internal control is defined as 
a process, executed by the entity's people, to accomplish 
specified objectives. Do you agree with the definition? If 
not, why not?
Components (Chapters 1 and 5 through 1 4 ) . The report 
identifies nine components essential to effective internal 
control. Are there others that should be added? Should any be deleted?
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Evaluation (Chapters 4. 6 through 14 and Appendix C). Many 
methods and techniques can be used in evaluating internal 
control. This report discusses evaluation, and presents 
evaluation tools intended to be useful in assessing internal 
control systems. We would like you to compare and contrast the 
evaluation process followed by your organization with the 
guidance specified in the study and then provide comments on 
the usefulness and adequacy of the approach recommended in this 
report. Would you use the tools as either a substitute or a 
supplement in evaluating internal control in your organization? 
Please explain.
Management Reporting to External Parties (Chapter 15). A 
number of private, legislative and regulatory proposals have 
been put forth regarding management reporting on internal 
control as it pertains to financial reporting. This chapter 
provides guidance on the subject, and presents an illustrative 
management report. Do you believe the guidance material is 
helpful for companies publishing management reports on internal 
control? Please explain.
COMMENT LETTERS
All comment letters received will be reviewed, analyzed and 
considered carefully before we issue our final report, which is 
expected to be in late 1991. Please direct your comments to 
the above address, to be received by not later than June 14, 
1991. Earlier responses will be sincerely appreciated. It may 
not be possible to consider comments received after June 14.
Additional report copies can be obtained by writing to the 
above address, requesting product no. G00610, or calling 
800-334-6961 (in New York State, 800-248-0445).
We wish to acknowledge the Financial Executives Research 
Foundation for the contribution they made to this project and 
members of the Advisory Council who provided continual guidance 
and oversight as the project was executed and the framework was 
developed.
We also wish to recognize the extensive contribution of the 
time and skills of Coopers & Lybrand over the last year and 
one-half in conducting the study and preparing this exposure 
draft. Without their knowledge of the broad area of internal 
control and contribution of their resources this effort would 
not have been possible.
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PART 1 
EXECUTIVE BRIEFING
CHAPTER 1
SUMMARY
Internal control has been the subject of a series of inquiries--some originating in 
government, others in the private sector. Legislators and regulators gave internal 
contro l significant attention as a result of the Watergate revelations of illegal 
domestic political contributions and questionable or illicit payments to foreign 
governm ent officia ls by U.S. companies. Subsequently, the Foreign Corrupt 
Practices Act was enacted, followed by a number of private and public sector 
studies, proposals and recommendations on internal control.
Among the more widely recognized studies was one conducted by the Treadway 
Commission (National Commission on Fraudulent Financial Reporting), which 
exam ined  the  ca u se s  o f fra u d u le n t fin a n c ia l re p o rtin g  and p rov ided  
recommendations to reduce its incidence. One of its recommendations was a call 
for the organizations that sponsored the Treadway Commission to work together 
to develop a common definition for internal control and to provide guidance on 
judging the effectiveness of, and improving, internal control. This study is an 
outgrowth of that recommendation.
OBJECTIVES OF THE STUDY
Quite simply, the prim ary objective of this study is to  help management of 
businesses and other entities better control their organizations' activities.
But internal control means different things to different people. And the wide variety 
of labels and meanings inhibits a common understanding of internal control. 
Another objective, then, is to integrate various internal control concepts into a 
framework in which a common definition is established and control components 
are identified. This framework is designed to accommodate most viewpoints, and 
provide a starting point for implementation by individual entities, for education and 
for assessments of internal control.
DEFINITION OF INTERNAL CONTROL
The following definition is proposed:
Internal contro l is the process by which an entity's board of directors, 
management and /o r other personnel obtain reasonable assurance as to 
achievem ent of specified  ob jectives; it consists of nine interrelated 
components, with integrity, ethical values and competence, and the control 
environment, serving as the foundation for the other components, which 
are: establishing objectives, risk assessment, information systems, control 
procedures, communication, managing change, and monitoring.
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4This definition reflects certain fundamental concepts:
o Internal control is a process. It's a means to an end, not an end in itself.
o Internal control is effected by people. It's not policy manuals and forms, 
but people at every level of an organization.
o Internal control cannot be expected to provide more than reasonable 
assurance.
o Internal control is geared to the achievement of the entity's objectives in 
all areas, not just financial reporting.
o Internal control consists of interrelated components.
This definition of internal control is broad for two reasons. First, it's the way most 
senior executives interviewed view internal control in managing their businesses. 
In fact, they often speak in terms of "control" and being "in control."
Second, it accommodates subsets of internal control. Those who want to focus, 
for example, on controls over financial reporting, or controls related to compliance 
with laws and regulations, can do so. Similarly, a focus on controls in particular 
units, or activities of an entity, can be accommodated.
Objectives
Every  business, or entity, sets out on a mission, establishing objectives it wants to 
achieve and strategies for achieving them. Internal control is geared toward 
achieving those objectives. Objectives may pertain to an entity as a whole, or be 
targeted to specific activities within the entity. Though many objectives are specific 
to  a particular entity, some are widely shared. For example, achieving and 
maintaining a positive reputation within the business and consumer communities, 
p rovid ing  re liab le  financia l in form ation  to  s takeho lders, and opera ting  in 
com pliance with laws and regulations are objectives common to virtually all 
business entities.
For purposes of this study, objectives fall into three categories:
o O p e ra tio n s --re la ting  to  e ffective and e ffic ien t use of the entity 's 
resources.
o Financial reporting--relating to preparation of reliable financial reports.
o Compliance-relating to the entity's compliance with applicable laws and 
regulations.
5An internal contro l system should provide reasonable assurance that certain 
objectives-th o se  relating to financial reporting and compliance with laws and 
regulations--are being achieved. Those objectives are based on standards 
imposed by parties external to the entity. Their achievement depends on how 
activities within the entity's control are performed. Operations objectives, however, 
are based on m anagem ent's decisions, fo r example, a particular return on 
investment, market share, or entry into new product lines. Their achievement is 
not always within the entity's control. For these objectives, the internal control 
system can provide reasonable assurance that the objectives will be achieved only 
to the extent that their achievement is within management's control. Otherwise, 
the internal control system can and should provide reasonable assurance that 
m anagem ent is aware of the extent to  w hich the entity is moving toward 
achievement of those objectives.
The d is tinc tion  between categories can be significant where, fo r example, 
management wants to focus on one particular area such as financial reporting 
controls. Two related points are relevant:
o In conducting its basic operations, an enterprise engages in many 
activities which must be captured in financial reports. Controls over 
financial reporting are not directed at achieving the operations and 
com pliance objectives, but their purpose is to ensure that activities 
related to those objectives are properly reflected in the financial reports.
o Controls may, by design or otherwise, address multiple objectives. 
Accordingly, controls directed primarily at operations or compliance 
objectives may also help to ensure reliable financial reporting, thereby 
filling an apparent void in traditional financial reporting controls.
People
Internal control is effected by the people of an organization, by what they do and 
say. People establish the entity's objectives and put control mechanisms in place.
Similarly, internal control influences people's actions. Internal control recognizes 
that people do not always understand, communicate, or perform consistently. 
Each individual brings to the workplace a unique background and technical ability, 
and has different personal needs and priorities.
The realities affect, and are affected by, internal control. People must know their 
responsibilities and limits of authority. Accordingly, a clear and close linkage 
needs to exist between people's responsibilities--and the way in which they are 
carried o u t--and the entity's objectives.
6The organization's people include the board of directors, management and other 
personnel. Although directors might be viewed as primarily providing oversight, 
and thus as external to the entity, boards also provide direction and approve 
certain transactions or policies. As such, boards of directors are an important 
element of internal control.
Reasonable Assurance
Internal control, no matter how well designed and operated, can only provide 
reasonable assurance that an entity's objectives will be achieved. The likelihood of 
achievem ent is affected by lim itations inherent in all internal control systems. 
These include the reality that breakdowns can occur because of human failures 
such as simple error or faulty judgment, the circumvention of control by collusion 
and the ability of management to override the internal control system. Additionally, 
those considering controls need to consider their relative costs and benefits, and 
consider what a prudent person would do in a given situation.
COMPONENTS
Internal control consists of nine interrelated components. Each is critical and must 
be present for internal control to be effective. Although the nine criteria must be 
satisfied, this does not mean that each component should function identically, or 
even at the same level, in different entities. Some trade-offs may exist between 
components. The components are:
o Integrity, Ethical Values and Competence. Internal control is only as 
effective as the integrity and competence of the people who develop, 
administer and monitor the controls. Integrity must be accompanied by 
ethical values, and must start with the chief executive and senior 
management and permeate the organization.
o C ontrol Environm ent. Factors in the contro l environm ent include 
m anagem ent's philosophy and operating style, the way it assigns 
authority and responsibility and organizes and develops its people, and 
the attention and direction provided by the board of directors.
o Objectives. Objectives must be set at an entity-wide level and be linked 
to  objectives set at the functional or unit level. These established 
objectives provide the organization's targets, and strategies provide the 
directions for getting there. Objectives and strategies must be clearly 
communicated, and reasonably attainable, or control breakdowns can 
occur.
o Risk Assessment. Every entity faces risks to its success, from external 
and internal sources. To be in contro l, risks potentially affecting 
achievement of an entity's objectives must be identified, analyzed and 
acted upon.
o Information Systems. Management at all levels must have relevant and 
timely information about both internal activities and external factors.
7o C o n tro l P ro ce d u re s . C on tro l p rocedures m ust be established 
throughout the organization and in all functions. They include a wide 
variety of activities, including approvals, authorizations, verifications, 
reconciliations and reviews of operating performance.
o Communication. Effective communication must occur--down, across, 
and up an organization-a s  well as between the entity and outside 
parties. The exchange of information--as well as an environment that 
fosters open discussion of issues, problems and concerns--is essential.
o Managing Change. Reality is that economic, industry, regulatory, and 
operating environments change, and entities' activities evolve-bringing 
new risks and opportunities. Mechanisms need to be in place to enable 
the entity to identify, communicate, evaluate and respond to change on 
a timely basis.
o Monitoring. The system must be monitored to assess both the current 
perform ance of contro ls and their adequacy over time. Monitoring 
includes carrying out routine procedures as well as reacting to input 
from auditors, regulators and other parties.
There is a synergy and linkage among these components, forming an integrated 
system that reacts dynamically to changing conditions. An entity's internal control 
system1 is built into the basic management processes of planning, execution and 
monitoring.
The core of any business is its people-the ir individual attributes, including integrity, 
ethical values and competence, and the environment in which they operate. They 
are the engine that drives the entity and the foundation on which everything else 
rests.
The entity must be clear as to its objectives-w hat it wants to accomplish, how it will 
do so, and over what time period. Broad objectives must be integrated with the 
sales, production, marketing, financial and other activities so that the organization 
is operating in sync.
Every entity faces a myriad of risks. Mechanisms are needed to identify and 
analyze the pertinent ones. Needed actions along with effective information 
system s and con tro ls  m ust be im plem ented to deal w ith these risks, with 
management deciding which risks are accepted as prudent business risk.
Surrounding these activities are communications systems, enabling the entity's 
peop le  to  exchange the in fo rm ation  needed to  conduct and m anage its 
operations, and mechanisms for identifying, and where possible anticipating, 
changing conditions.
1 / The terms "internal control system" and "system of internal control" are used in 
the singular to include an entity's many processes or systems that contribute 
to internal control.
8The entirety of th is process must be m onitored, and modifications made as 
necessary. In this way, the system can react dynamically, as an iterative process, 
evolving as conditions warrant.
No two entities will, or should, have the same internal control system. Companies 
and their internal control2 needs differ dramatically by industry and size, and by 
their cultures and management philosophies. Thus, while all entities need each of 
the components to maintain control over their activities, one company's internal 
control system often will look very different from another's.
Internal control failures often result from deficiencies in one or more of five specific 
components.
o Lack of integrity on the part of top management, and ignoring ethical 
values. Dishonest, unethical managers allowed or forced subordinates 
to falsify reported results, cheat customers, or cover up misdeeds.
o A weak or negative control environment. Philosophies of extreme risk- 
taking, unclear lines of reporting, and "rubber stamp" boards of directors 
have resulted in weak control environments and failures.
o Failure to  link top-level objectives with objectives for operating and 
support units, or having inconsistent objectives. Objectives sometimes 
were unrealistic and based solely on a desire fo r growth that was 
virtually oblivious to existing financial or economic conditions.
o Poor communication of objectives, strategies and business philosophies 
dow nstream , o ften  com b ined  w ith  inadequate channe ls- o r  an 
unw illingness to  lis te n -w h ic h  frus tra ted  upward com m unication. 
Miscommunication has caused personnel to work at cross-purposes.
o Inability to understand and react to changing conditions. Economic, 
technological, or regulatory changes, or shifts in customer preferences, 
of which management was unaware or failed to adequately assess, have 
led to downfalls.
This is not to say the other components aren't important. Indeed they are. No 
components can be ignored, because they are interrelated and work together in 
an effective system.
Linkage. Ownership
Internal control also fails due to lack of a linkage among the components or a lack 
of "ownership."
2 / Although conceptually an "internal control system" contributes to or effects 
"internal control," these terms are used as synonyms.
9Linkage is essentia l to  e ffective con tro l and is affected by the size of an 
organization. In a smaller entity, there is usually a close linkage among the 
e s ta b lish m e n t o f bus iness o b je c tive s , s tra te g y  fo rm u la tion  and con tro l 
mechanisms. A small number of people are responsible for the various activities, 
and through normal human interaction achieve an appreciation of each other's 
jobs.
As entities grow, particularly to  m ultinational scope, linkage becomes more 
difficult. Responsibilities are increasingly divided and the scope of individual 
responsib ility is narrowed. The synchronization among business objectives, 
strategy and control mechanisms can be lost. Therefore, coordination is needed 
to ensure that control objectives and mechanisms are established.
An effective control system requires an ultimate owner. Too often, internal controls 
are th o u g h t o f as be ing synonym ous w ith in terna l accounting  con tro ls . 
Consequently, ownership of the control system is delegated to an accountant. 
The only truly effective owner of the control system is the chief executive officer. 
W ithout becoming too involved in the details of the system, the CEO is the only 
person who can establish the right tone at the top of the organization and who has 
the power to ensure that all parts of the enterprise effectively communicate and 
coexist.
MANAGEMENT REPORTING TO EXTERNAL PARTIES
About one public company in four includes a management report discussing some 
aspects of internal control in its annual shareholders' report. For the Fortune 500 
companies, the number is about 60%. The content of these reports varies widely.
The merits of public reporting on internal control are being addressed by public 
and private sector bodies with responsibility for or an interest in this issue. This 
report does not express a position on the issue. It does, however, provide 
guidance to those entities that do report or are considering reporting externally on 
their internal control systems.
It should be recognized that public management reporting on internal control is not 
a component of, or criterion for, effective internal control.
Scope of Report
The m anagement report should focus specifically on controls over published 
financial statements. This coincides with the needs of securityholders and other 
external parties who may look to internal control reports for assurances regarding 
the process by which management develops the published financial statements. 
Focusing reports on controls over financial reporting puts an appropriate fence 
around internal control reporting.
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Report Content
Report content should include the following:
o The category of controls being addressed (controls over the reliability of 
the entity's published financial statements).
o A sta tem ent about the inherent lim itations of any internal control 
system-providing reasonable, not absolute, assurance.
o A frame of reference for reporting--that is, the standard against which 
the internal control system is measured. This report can be used to 
estab lish  such a standard a fte r the pub lic  exposure process is 
completed.
o Management's conclusion on the effectiveness of the internal control 
system. If material weaknesses exist, precluding a statement that the 
system is effective, a description of the material weaknesses should be 
included.
o The date as of which management's conclusion is made. 
o The names of the report signers.
Timeframe
Reports can pertain to a period of time (such as an entire year) or a point in time 
(such as the year-end date). Reporting as of a point in time meets the needs of 
securityholders and other report readers, yet provides for the timely identification 
and correction of deficiencies. Recognizing that internal control systems and the 
conditions they address are continually changing, deficiencies are likely to arise. 
It's important that there be a constructive focus, where management gives primary 
attention to fixing problems on a timely basis, not on disclosing deficiencies that 
were identified during the year and promptly corrected. Accordingly, point-in-time 
reporting is most appropriate.
Annual/Interim Reporting
The management report should address controls over the preparation of both 
annual and interim  published financial statements. It should be recognized, 
however, that the report still is as of one point in time. Thus, in the case of a year- 
end report, m anagem ent addresses the in terna l con tro l system  over the 
preparation of annual and interim published financial statements as of year-end. 
This means that the report covers the preparation of quarterly financial information 
contained in the year-end financial statements. It does not mean that internal 
control over interim reporting necessarily was effective at the end of each interim 
period. Management can correct deficiencies before year-end and report that the 
system was effective at year-end.
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Future Periods
What can be assumed with respect to periods after the date covered by a report 
on internal control? In many cases, readers might justifiably assume that an 
internal control system that was effective at the end of one year will continue to be 
effective into the next. The existence of mechanisms to manage changing 
conditions, and ongoing monitoring procedures, provide some basis to expect that 
the system will continue to be effective.
A realistic question, however, is: "for how long?" If management were to 
communicate to report readers, for example, that it continues to review the entity's 
managing change and monitoring controls, and it believes the system continues to 
be effective, then report readers would have a basis for making conclusions on 
continuing system effectiveness. Without such a communication, however, report 
readers wouldn't know whether internal changes occurred that affected critical 
control mechanisms.
Accordingly, although it would be unusual for a control system effective one day to 
im m edia te ly becom e ine ffective  the next, assum ptions about con tinu ing  
effectiveness become less valid with passage of time. In the end, to have comfort 
with respect to the effectiveness of internal control at a particular point in time, a 
current report is needed.
Effectiveness
Because the management report contains a conclusion on the effectiveness of the 
entity's internal control system, the question arises as to whether any deficiencies 
exist that are so serious as to preclude such a statement.
The concept of internal contro l effectiveness has, in various writings, been 
associated with the term "material weakness." This term comes from professional 
auditing literature, and includes several concepts: level of risk (which relates to 
reasonable assurance), materiality in relation to the entity's financial statements, 
and timeliness of the detection of errors or irregularities.
The material weakness concept establishes boundaries around the concept of 
e ffectiveness--the  th resho ld  of seriousness against which deficiencies are 
measured. It has probably been used more frequently than any other term as a 
measure of effectiveness. Because of its importance, the material weakness 
concept should be evaluated by the appropriate bodies to determine if it needs to 
be refined, or at least more explicitly defined. In the meantime, this report provides 
some guidance for identifying material weaknesses.
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OBSERVATIONS
Some of the more important observations gained in the conduct of this study are:
o Management Integrity. Management usually is in a position to override 
other controls and ignore or stifle communications from subordinates, 
enabling a dishonest management which intentionally misreports results 
to  cover its tracks. There are certain contro ls which can help to 
compensate for this. They include effective upward communication 
channels to the board of directors, coupled with strong internal audit and 
legal functions with direct access to the board. A strong, active board is 
likely to be in the best position to identify and correct such a problem.
o D iverse V iew s--Com m on Fram ew ork. Th roughou t the study, a 
trem endous diversity of views and of convictions on the subject of 
internal control were evident, pointing up the critical need for all parties 
to  understand each other. To facilitate mutual understanding it is 
important that the different parties talk the same language. Once the 
language "gap" was bridged by participants in this study, it became 
evident that despite the diversity of needs and perspectives, most of the 
differences are reconcilable.
For exam p le , in te rn a l c o n tro l is v iew ed b roa d ly  by som e as 
encompassing virtually all activities of a business. Others see it from a 
more narrowly focused perspective, dealing primarily with the reliability 
of published financial statements. One view is not "better" than the 
other. Each is appropriate in terms of serving different needs. However, 
it is possible--with a broad definition of internal contro l--to accommodate 
bo th  view s w ithou t com prom is ing  substance or p rinc ip le . The 
framework presented in this report facilitates management's view of 
controls from the broad perspective of running an enterprise, while it 
enables a directed focus on narrower areas.
Although there are diversities of v iew --many reconcilable, though some 
requiring a definitional decision--it's important that a framework provide 
common ground on which mutual understanding and language can be 
built. The Committee of Sponsoring Organizations of the Treadway 
Commission3 believes that this report should serve as that framework. 
The intent is to provide a starting point for implementation by individual 
entities, for education, and for assessments of internal control. It is 
suggested that other interested parties also use this framework for 
initiatives on internal control that may follow.
3 / These organizations are the American Accounting Association, American 
Institute of Certified Public Accountants, Financial Executives Institute, 
Institute of Internal Auditors, and National Association of Accountants.
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o Expectations. Expectations of internal contro l vary widely in two 
respects. First, expectations differ regarding what control systems can 
be expected to accomplish. Some observers believe internal control 
systems will, or should, prevent companies from failing—that is, going 
out of business or otherwise failing to accomplish stated objectives. 
They don't recognize that internal control systems can provide no more 
than reasonable assurance that an entity's objectives will be achieved. 
Second, even when there is agreem ent among parties about what 
in ternal con tro l system s can and can 't do and the valid ity of the 
reasonable assurance concept, there can be disparate views of what 
that concept means and how it will be applied. Corporate executives 
who issue public reports on financial reporting controls have expressed 
concern regarding how regulators might construe reasonable assurance 
in hindsight after an alleged control failure has occurred.
Before legislation or regulation dealing with management reporting on 
internal control is acted upon, there should be agreement on a common 
internal control framework. This would foster a positive environment 
where organizations could take steps to improve their control systems 
as necessary.
o Built-In Versus Built-O n. Internal contro l should not be viewed as 
something that must be superimposed on an organization's normal 
operating structure. To do so only means costs that can inhibit the 
organization's ability to compete.
Internal control should be built into the infrastructure of an enterprise. 
When controls are integrated with operational activities, and a focus on 
controls has been instilled in all personnel, the result is better control 
w ith  m in im um  in c re m e n ta l co s t. Such in te g ra tio n  a vo id s  a 
superstructure of control procedures on top of existing activities.
W henever m anagem ent considers changes to  the ir com pany 's  
operations or activities, the concept that it's better to "build-in" rather 
than "build-on" controls, and to do it right the first time, should be 
fundamental guiding premises.
SELF-ASSESSMENT
Most senior executives participating in this study believe they are basically "in 
control" of their organizations. Many said, however, that there are areas of their 
co m p a n y --a division, a departm ent or a control component that cuts across 
activities-where control needs to be strengthened. They fear surprise in one form 
or another. This study suggests that the chief executive of every entity make a 
self-assessment of its control system. Using this framework as a guide, a CEO, 
together with key operating and financial executives, can focus attention where 
needed.
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The chief executive could proceed by bringing together business unit heads and 
key functional staff to discuss an initial assessment of control. Directives would be 
provided for those individuals to:
o Discuss this report's concepts with their lead personnel.
o Provide oversight of the initial assessment process in their areas of 
responsibility.
o Report back findings and plans for a more in-depth assessment where 
appropriate, along with lists of expected deliverables and timetables.
Depending on the entity's size, complexity and business activities, and the areas of 
prime concern to the chief executive, this initial self-assessment might be focused 
in one or more specific areas, such as contro ls over the financial reporting 
process. Within these specific areas, certain internal control components usually 
require emphasis:
o A tten tion  should be d irected  firs t to  integrity, ethical values and 
competence and to the factors that constitute the control environment. 
If there are serious concerns here, they must be dealt with immediately.
o Attention should also be directed to com m unications-w hether the 
channels are truly open and the right messages and information are 
being transmitted, received, analyzed, and dealt with.
o A determination should be made as to how changes affecting the entity 
are identified--hopefully anticipated--and responded to on a timely basis.
An objective initial self-analysis of these areas should provide insight into how to 
proceed with a more in-depth evaluation. A plan can then be developed for further 
study of control components on an entity-wide or activity basis. The plan must be 
accompanied by a commitment of the necessary resources.
Chapter 4, "Evaluation of Controls," provides guidance, including a brief action 
plan, for executives directing an internal control evaluation. It also discusses 
documentation to be considered in support of public statements regarding the 
effectiveness of the internal control system. Additionally, each of the chapters on 
the control components (Chapters 6-14) concludes with an "Evaluation" section.
Study your internal controls. Evaluate them. Take corrective actions. Time spent 
in evaluating internal control certainly represents an investment, but one that will 
have a high return.
CHAPTER 2
LIMITATIONS OF INTERNAL CONTROL
Chapter Summary. Internal control, no matter how well designed and operated, 
can only provide reasonable assurance that an entity's objectives w ill be achieved. 
The likelihood of achievement is affected by lim itations inherent in a ll internal 
control systems. These include the reality that breakdowns can occur because of 
human failures such as simple error or faulty judgment, the ability of management 
to override the in terna l contro l system, and the circum vention of control by 
c o llu s io n  o f tw o o r m ore pe o p le . A d d itio n a lly , those co n s id e rin g  the  
implementation of controls need to consider their relative costs and benefits and 
consider what a prudent person would do in a given situation.
Because costs must be related to their benefits in the context of an entity's 
business and its o ther con tro ls , because breakdowns cannot be avoided 
altogether, and because management override or collusion can occur, the best an 
entity can expect is to have reasonable assurance that activities will be properly 
controlled and material misstatements will not occur, or will be detected on a timely 
basis.
Reasonable assurance certainly does not imply that internal control systems will 
frequently fail. Many factors, individually and collectively, serve to provide strength 
to the concept of reasonable assurance. The cum ulative effect of control 
procedures that satisfy multiple objectives and the redundant nature of controls 
reduce the risk that an entity's objectives may not be achieved. Furthermore, the 
normal, everyday operating activities and responsibilities of people functioning at 
various levels of an organization provide assurances that an entity's objectives will 
be achieved. Indeed, among a cross section of well-controlled entities, it's very 
likely that many will achieve their operations and compliance objectives and will 
always repo rt-pe riod  after period, year after y e a r--materially correct financial 
information. However, because of the inherent limitations discussed above, there 
is no guarantee that, for example, a mistake or otherwise improper reporting 
incident could never occur. In other words, reasonable assurance is not absolute 
assurance.
COSTS VERSUS BENEFITS
Resources always have constraints, and entities must consider the relative, costs 
and benefits of establishing controls.
In determining whether a particular control should be established, the risk of failure 
and the potential effect on the entity are considered alongside the related costs of 
establishing alternative controls. For example, if the cost of raw material used in a 
production process is low, the material is not perishable, and storage space is 
readily available, it may not pay for a company to install sophisticated inventory 
controls to monitor levels of the raw material.
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Cost and benefit measurements for implementing controls are done with different 
levels of precision. Generally, it is easier to deal with the cost side of the equation 
which, in most cases, can be quantified in a fairly precise manner. The benefit 
side, however, is a more subjective valuation. For example, the benefits of 
effective training programs are usually readily apparent, but difficult to quantify.
Nevertheless, certain factors can be considered in assessing potential benefits: 
the likelihood of the undesired condition occurring, the nature of the activities, and 
the potential financial or operating effect the event might have on the entity.
Many times a variety of controls may serve, individually or together, to mitigate a 
particular risk. Consider the case of returned shipments. When they are recorded, 
is it enough to reconcile updates of inventory and accounts receivable master files 
to total returns? Do individual customer account codes also need to be verified 
and, if so, to what extent? Is the monthly reconciliation of subsidiary files to master 
files sufficient? Or, are more extensive procedures needed to ensure that the 
subsidiary records are properly updated for the returns? And what mechanisms 
are in place to focus attention on whether returns are symptomatic of a systemic 
problem in product design, manufacturing, shipping, billing or customer service? 
The answers to these questions depend on the risks involved in the particular 
circumstances and the related costs and benefits of establishing each control 
procedure.
Cost-benefit determinations also vary considerably depending on the nature of the 
business. For exam ple, a com pute r system providing inform ation on the 
frequency with which a customer places orders, the dollar value of orders, and the 
number of items purchased per order, is very important to a mail order catalog 
company. For a manufacturer of top-of-the-line, custom-made sailing vessels, 
such detailed customer profile information would be much less important. For the 
boat maker, such an information system would probably not be deemed cost- 
beneficial. Because of the relative insignificance of a particular activity or related 
risk, it may not be necessary even to make a cost-benefit analysis at all. The effort 
to conduct the analysis may not be justified.
The challenge is to find the right balance. Excessive control is costly and counter- 
p ro d u c tive . C ustom ers m aking te lephone orders w ill no t to le ra te  o rder 
acceptance procedures that are too cumbersome or time-consuming. A bank that 
makes creditworthy potential borrowers "jump through hoops" will not book many 
new loans. Too little control, on the other hand, presents undue risk of bad debts. 
An appropriate balance is needed in a highly competitive environment.
Despite the difficulties, cost-benefit decisions will continue to be made. In doing 
so, it is useful to consider the "prudent person" concept. This concept asks, taking 
everything into account, including the risks and costs involved, would a prudent 
person, operating in the real world, institute a particular control?
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PRUDENT PERSON CONCEPT
The pruden t person concept, which is well established in Anglo-Am erican 
jurisprudence, recognizes that there are difficulties in establishing the limits of 
responsibility for some areas of human behavior. It articulates the standard for 
judging what a reasonable individual would do under certain circumstances. The 
legal concept of prudent person is discussed in the following passage:
We come next to inquire into the nature of the standard below which 
conduct must not fall if it is to avoid being negligence. This ordinarily 
is measured by what the reasonably prudent person would do under 
the circumstances. As everyone knows, this reasonable person is a 
creature of the law's imagination. He is an abstraction.. . .
Now this reasonably prudent man is not infallible or perfect. In 
foresight, caution, courage, judgment, self-control, altruism and the 
like, he represents, and does not excel the general average of the 
com m unity. He is capable of m aking m istakes and erro rs of 
judgment, of being selfish, of being a fra id--but only to the extent that 
any such shortcoming embodies the normal standard of community 
behavior. On the other hand, the general practice of the community, 
in any particular, does not necessarily reflect what is careful. The 
practice itself may be negligent. "Neglect of duty does not cease by 
repetition to be neglect of duty." Thus the standard represents the 
general level of moral judgment of the community, what it feels ought 
ordinarily to be done, and not necessarily what is ordinarily done, 
although in practice the two would very often come to the same 
thing.1
From this passage, certain attributes of a prudent person can be derived:
o A prudent person should exercise judgment equal to that of the level in 
his or her community. This person is not expected to be omniscient, nor 
is his or her judgment to  be criticized on the basis of advantageous 
hindsight. The prudent person's judgment must be as sound as that of 
another individual possessing the same information.
1 / F. Harper, F. James, Jr., and O. Gray, The Law of Torts. 2nd edition, Vol. 3 
(Boston: Little, Brown & Company, 1956), 389-390 (citations omitted).
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o A prudent person should use the knowledge he or she possesses with 
reasonable intelligence. He or she is considered to have the average 
ability to perceive risks and their consequences, and is expected to be 
aware of his or her own ignorance and to perceive the risk of proceeding 
or acting  in a state of ignorance of potentia l hazards. As more 
knowledge becomes available to all, the prudent person is expected to 
keep up w ith his or her community both in general and specialized 
knowledge.
o A prudent person should possess and exercise reasonable skill in his or 
her o rd ina ry  and occupa tiona l activities. Reasonable skill is that 
possessed by the general class of people engaged in that activity or line 
of work. A prudent person must employ the same safeguards which a 
reasonable person would employ under the same conditions.
o A prudent person should recognize and give due consideration to his or 
her experience. If, for example, a reasonable person has found himself 
or herself to be "forgetful" or "accident-prone," extra precautions should 
be taken to guard against the possibility of negative results arising from 
these traits.
The standard to which a prudent person is to be held--the degree of care--was 
stated by Justice Learned Hand.
The degree of care demanded of a person by an occasion is the 
result of three factors: the likelihood that his conduct will injure 
others, taken with the seriousness of the injury if it happens, and 
balanced against the interest which he must sacrifice to avoid the risk.
The three elements in Justice Hand's statement are particularly suitable to making 
judgments about internal control. The likelihood of injury represents the risk of a 
particular adverse event occurring. For example, shipments may be made but not 
be billed, certain assets may be lost or stolen, or inferior materials may be 
accepted from suppliers. This element recognizes that not all events have the 
same likelihood of occurring, and that it is less reasonable to expect control over 
risks that have a low, rather than a high, probability of occurring.
The seriousness of the resulting injury is analogous to the damage which the 
occurrence of such an event might cause. This element recognizes that the effects 
of events that do occur are not of equal consequence and it is less reasonable to 
expect control over low-impact than over high-impact risks. For example, an 
unauthorized and unrecorded vacation day for an employee is likely to be much 
less serious in effect than the failure to bill 10% of an entity's annual shipments or 
the theft of high-value inventory. Consequently, the control effort devoted to the 
latter two risks should be greater than that devoted to the first.
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The sacrifice needed to  avoid the risk is similar to the cost of establishing a 
particular internal control. Accordingly, a prudent person would not expend more 
resources to prevent occurrence of an adverse event (considering its likelihood) 
than the resources the event would consume. For example, an entity would not 
spend $10,000 annually on a system to account accurately for annual sales of 
scrap worth $5,000.
The prudent person concep t does not provide specific rules of behavior. 
However, because relationships, actions and Judgments can vary so significantly 
from situation to situation that specific behavioral rules cannot be established, the 
prudent person concept provides perhaps the only practical solution.
BREAKDOWNS
Even if internal controls are well designed, they can break down. Personnel may 
m isu n de rs ta n d  in s tru c tio n s , m ake ju d g m e n t m istakes or e rro rs due to 
carelessness, d istraction or fatigue. An accounting departm ent supervisor 
responsible for investigating exceptions might simply forget or fail to pursue the 
investigation far enough to be able to make appropriate corrections. Temporary 
personnel executing control duties for vacationing or sick employees might not 
perform correctly. System changes may be implemented before personnel have 
been trained to react appropriately to signs of incorrect functioning.
It should be recognized that because the prudent person concept is based on 
societal norms, which are likely to change over time, management should be 
cognizant of evolving community standards.
MANAGEMENT OVERRIDE
A system of internal contro l can only be as effective as the people who are 
assuming ownership for the system's continued functioning. Even in effectively 
controlled entities--those with generally high levels of ethical behavior, integrity and 
control consciousness--a senior manager might be able to improperly override 
internal control. It is useful to consider the reasons why override occurs and how it 
is done.
Management override can occur for any number of reasons--some legitimate, 
others illegitimate--with the intent of personal gain or an enhanced presentation of 
an entity's financial condition. A manager of a division or unit, or a member of top 
management, might override the control system for many reasons: to increase 
reported revenue to cover an unanticipated decrease in market share, enhance 
reported earnings to meet unrealistic budgets, boost the market value of the entity 
prior to a public offering or sale, meet sales or earnings projections to bolster 
bonus pay-outs tied to performance, or appear to cover vio lations of debt 
covenant agreements.
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Management override can be carried out in a number of ways, ranging from subtle 
to egregious. Management's practice of "denial,,--not wanting to listen to bad or 
unexpected news--or "shooting the messenger" results in a form of override that 
can mask an im pending problem. More obvious override practices include 
deliberate misrepresentations to bankers, lawyers, accountants and vendors, and 
intentionally issuing false documents such as purchase orders and sales invoices.
COLLUSION
The collusive activities of two or more individuals can result in control failures. 
Individuals acting collectively to perpetrate and conceal an action from detection 
can alter financial data or other management information in a manner that cannot 
be identified by the control system. For example, there may be collusion between 
an employee performing an important control function and a customer, supplier or 
another employee. On a d ifferent level, several layers of sales or divisional 
management might collude in circumventing controls so that reported results meet 
budgets or incentive targets.
CHAPTER 3
ROLES AND RESPONSIBILITIES
Chapter Summary. Virtually everyone in an organization has some responsibility 
for internal control. Management, however, is responsible for an entity's internal 
contro l system. The ch ie f executive officer is ultimately responsible and should 
assume "ownership" of the control system. Financial and accounting officers are 
central to the way that management exercises control, though a ll management 
personnel p lay im portant roles. S im ilarly, internal auditors contribute to the 
ongoing effectiveness of the internal control system, but they do not have primary 
responsibility for establishing or maintaining it. The board of directors and its audit 
committee provide important oversight to the internal control system. A number of 
parties, external to the entity, such as the external auditors, often contribute to the 
achievement of the entity's objectives and provide information useful in effecting 
internal control. However, they are not responsible for the effectiveness of, nor are 
they a part of, the entity's internal control system.
In te rn a l con tro l is e ffected by a num ber of parties, each w ith im portant 
responsibilities. The board of directors (directly or through its committees), 
m anagem ent, in te rn a l aud ito rs  and o ther personnel all make im portant 
contributions to  an effective internal control system. Other parties, such as 
external auditors and regulatory bodies, are sometimes associated with internal 
control.
There is a distinction between those who are part of an entity's internal control 
system and those who are not, but whose actions nonetheless can affect the 
system or help achieve internal control objectives.
Parties internal to an organization are a part of the internal control system. They 
contribute, each in his or her own way, to effective internal control- th a t is, to 
providing reasonable assurance that specified entity objectives are achieved.
Parties external to  the entity may help the entity achieve its objectives, through 
actions that provide information useful to the entity in effecting control, or through 
actions that independently contribute to the objectives of the internal control 
system. However, merely because a party contributes, directly or indirectly, to 
achieving an entity's objectives, it is not thereby a part of the entity's internal 
control system.
RESPONSIBLE PARTIES
Virtually every individual within an entity has some role in effecting internal control. 
Roles will vary in degree of responsibility and nature of involvement. The roles and
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responsibilities of management, internal auditors, other entity personnel, and the 
board of directors are discussed below.
Management
Management is d irectly responsible for all activities of an entity, including its 
internal control system. Naturally, management at different levels in an entity will 
have different internal control responsibilities. These will differ, often considerably, 
depending on the entity's characteristics.
In any organization, "the buck stops" with the chief executive. He or she has 
ultimate ownership responsibility for the internal control system. One of the most 
important aspects of carrying out this responsibility is to ensure integrity, ethics, 
competence and the existence of a positive control environment. More than any 
other individual or function, the chief executive sets the "tone at the top" that affects 
these factors and other components of internal control. The chief executive's 
responsibilities include seeing that all the components of internal control are in 
place. The CEO generally fulfills this duty by:
o Providing leadership and direction to senior managers. Together with 
them, the CEO shapes the values, principles, and major operating 
policies that form the foundation of the entity's internal control system. 
For example, the CEO and key senior managers will set policies and 
take actions concerning the entity's organizational structure, the 
content and communication of key policies and the type of planning 
and reporting systems the entity will use.
o Meeting periodically with senior managers responsible for the major 
functional areas-sales, marketing, production, procurement, finance, 
human resources, etc.--to review their responsibilities, including how 
they are controlling the business. The CEO will gain knowledge of 
contro ls inherent in the ir operations, improvements required and 
status of efforts underway. In order to discharge this responsibility, it 
is critical tha t the CEO clearly define what information he or she 
needs.
Senior managers in charge of organizational units have oversight responsibility for 
internal control related to their unit's objectives. They guide the development and 
implementation of internal control policies and procedures that address their unit's 
objectives, and ensure that they are consistent with the entity-wide objectives. 
They provide direction, fo r example, on the unit's organizational structure, 
personnel hiring and training practices, as well as budgeting and other information 
systems that promote broad-based control over the unit's activities. In this sense, 
a cascading responsibility exists, whereby each executive is effectively a CEO for 
his or her sphere of responsibility.
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Senior managers usually assign responsibility for the establishment of more 
specific internal contro l procedures to personnel responsible fo r the unit's 
particular functions or departments. Accordingly, these subunit managers usually 
play a more hands-on role in devising and executing particular internal control 
procedures. Often, these managers are directly responsible for determining 
internal contro l procedures that address unit objectives, such as developing 
au thoriza tion  p rocedures fo r purchasing raw m ateria ls or accepting new 
customers, or reviewing production reports to monitor product output. They will 
also make recommendations on the controls, monitor their application, and meet 
with upper-level managers to report on the controls' functioning.
Depending on the levels of management in an entity, these subunit managers, or 
low er-leve l m anagem ent or supervisory personnel, are directly involved in 
executing con tro l po lic ies and procedures at a detailed level. It is the ir 
responsibility to take action on exceptions and other problems as they arise. This 
may involve investigating data entry errors or transactions appearing on exception 
reports, looking into reasons for departmental expense budget variances, or 
following up on customer back-orders or product inventory positions. Significant 
matters, whether pertaining to a particular transaction or an indication of larger 
concerns, are communicated upward in the organization.
Although different management levels have distinct internal control responsibilities 
and functions, their actions should coalesce in the entity's internal control system.
Management, then, is first and foremost responsible for the effectiveness of an 
entity's internal control system. It sets the entity's objectives, at an entity-wide level 
along with related implementational strategies, and at the activity level; analyzes 
and addresses the associated risks; determines the extent to which they need to 
be controlled or accepted as prudent business risks; and devises information 
systems and control procedures to adequately reduce the risks to acceptable 
levels. Management establishes the contro l environment, ensures effective 
communication, institutes mechanisms to manage changes affecting the entity, 
and sets up monitoring procedures.
Financial O fficers. Of particular significance to  m onitoring are finance and 
controllership officers and their staffs, whose activities cut across, as well as up 
and down, the operating and other units of an enterprise. These financial 
executives often are involved in developing entity-wide budgets and plans. They 
tra c k  and ana lyze p e rfo rm ance , often from  opera tions and com pliance 
perspectives, as well as a financial one. These activities are usually part of an 
entity's central or "corporate" organization, but they commonly also have "dotted 
line" responsibility for monitoring division, subsidiary or other unit activities. As 
such, the CFO, controller, chief accounting officer and others in an entity's financial 
function are central to the way management exercises control.
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The im portance of the role of the chief accounting officer in preventing and 
detecting  fraudu len t financia l reporting  was em phasized in the Treadway 
Commission report: "As a member of top management, the chief accounting 
officer helps set the tone of the organization's ethical conduct; is responsible for 
the financial statements; generally has primary responsib ility fo r designing, 
implementing and monitoring the company's financial reporting system; and is in a 
unique position regarding identification of unusual situations caused by fraudulent 
financial reporting." The report noted that the controller or the chief financial officer 
may perform functions of a chief accounting officer.
When looking at the components of internal control, it is clear that the CFO and his 
or her staff play critical roles. The CFO should be a key player when the entity's 
objectives are established and strategies decided, risk assessments are made, 
and decisions made on how changes affecting the entity will be managed. The 
CFO provides valuable input and direction, and is positioned to focus on 
monitoring and following up on the actions decided.
As such, the CFO should come to the table an equal partner with the other 
functional heads in an entity. Any attempt by management to have the CFO more 
narrowly focused-lim ited  to principally areas of financial reporting, treasury and 
internal audit-cou ld  severely limit the entity's ability to succeed.
Board of Directors
The board of directors or trustees provides direction, guidance and oversight. By 
selecting management, the board has a major role in defining what it expects in 
regard to integrity and ethical values, and can confirm its expectations through its 
oversight activities. Similarly, by reserving authority in regard to key decisions, the 
board has a specific role to play in high-level objective setting and strategic 
planning, and with the oversight that the board provides, the board is involved 
pervasively in internal control.
To exercise their responsibilities, effective board members are objective, capable 
and in q u is itive , have a w ork ing  know ledge of the e n tity 's  activ ities and 
environment, and commit the time necessary to fulfill their board responsibilities. 
They should utilize resources as needed to investigate any issues they deem 
important, and have an open and unrestricted communication channel with all 
entity personnel, including the internal auditors, and with the external auditors and 
legal counsel.
Many boards of directors carry out their duties largely through committees. Their 
use and focus vary from one entity to another, but ones often found include audit, 
com pensation, finance, nom inating, and em ployee benefits. Each of the 
committees can bring specific emphasis to certain components of internal control. 
For example, the audit committee has a direct role especially as it relates to 
financial reporting, and the nominating committee plays an important role in 
in ternal con tro l by its consideration of qualifications of prospective board
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members. In fact, all board committees, through their oversight roles, are an 
important part of the internal control system. Where a particular committee has 
not been established, the related functions are carried out by the board itself.
Audit Com m ittee. Over the years, attention has been given by a number of 
professional and regulatory bodies to establishing audit committees. Although 
audit committees have received increased emphasis over the years, they are not 
universally required, nor are their specific duties and activities prescribed. Audit 
committees have different responsibilities, and their levels of involvement vary.
A lthough some variations in responsibilities and duties are necessary and 
appropriate, certain characteristics and functions generally are common to all 
effective audit committees. Management is responsible for the reliability of the 
financial statements, but an effective audit committee plays an important role in 
that regard. The audit committee (or the board itself, where no audit committee 
exists) is in a unique position because it has the authority not only to question top 
management regarding how it is carrying out its responsibilities, but also to ensure 
that any needed corrective action is taken. The audit committee, in conjunction 
with, or in addition to, a strong internal audit function is in the best position within 
an entity to identify and act in instances where top management overrides other 
internal controls or otherwise seeks to misrepresent operating or financial results. 
Thus, there are instances where an audit committee, or board, must carry its 
oversight role to the point of directly addressing serious events or conditions.
Some "general guidelines" were provided by the Treadway Commission, which 
deal with such matters as committee size and terms of appointment, meeting 
schedules and participants, full board reporting, members' knowledge of company 
operations, review of plans of internal and external auditors, adoption of new 
accounting principles, significant estimates, reserves, contingencies, variances 
between years and other relevant matters.
Compensation Committee. This committee can see that emphasis is placed on 
compensation arrangements that help achieve the entity's objectives and that do 
not emphasize short-term results at the expense of long-term performance.
The F inance C om m ittee . This com m ittee is c ritica l in co n tro lling  m ajor 
com m itm ents o f funds and ensuring tha t capital expenditure budgets are 
consistent with operating plans.
The Nominating Committee. This committee provides control over the selection of 
candidates for directors and perhaps for top management.
The Employee Benefits Committee. This committee oversees employee benefit 
programs and sees that they are consistent with the entity's objectives and that 
fiduciary responsibilities are being appropriately discharged.
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Other Committees. There may be other committees of the board which oversee 
specific areas, such as ethics, public policy, or technology. Generally, these 
committees are established only in certain large organizations, or sometimes in 
other enterprises due to particular circumstances of the entity.
Internal Auditors
Internal auditors directly examine the adequacy and effectiveness of internal 
control components and recommend improvements in such controls.
Standards established by the Institute of Internal Auditors specify the scope of 
internal auditing as including evaluation of the adequacy and effectiveness of the 
organization's internal control system and the quality of performance in carrying 
out assigned responsibilities.1 The standards state, for instance, that the internal 
auditors should:
o "Review the reliability and integrity of financial and operating information 
and the means used to identify, measure, classify, and report such 
information.
o "Review the systems established to ensure com pliance with those 
policies, plans, procedures, laws, and regulations which could have a 
significant im pact on operations and reports and should determine 
whether the organization is in compliance.
o "Review the means of safeguarding assets and, as appropriate, verify 
the existence of such assets.
o "Review operations or program s to ascertain whether results are 
consistent with established objectives and goals and whether the 
operations or programs are being carried out as planned."
All activities within an organization are potentially within the scope of the internal 
auditors' responsibility. In some entities, the internal audit function is heavily 
involved with controls over operations objectives. For example, internal auditors 
may periodically monitor production quality, test the timeliness of shipments to 
customers, or evaluate the efficiency of the existing plant layout. In other entities, 
the internal audit function may focus primarily on compliance or financial reporting- 
related activities.
1 /  The Institute of Internal Auditors, Standards for the Professional Practice of 
Internal Auditing.
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The Institute of Internal Auditors' standards also set forth the internal auditors' 
responsibility for the roles they may be assigned. Those standards, among other 
things, state that internal auditors should be independent of the activities they 
audit. They possess, or should possess, such independence through their 
position and authority within the entity and through recognition of their objectivity.
Organizational position and authority involve such matters as a reporting line to an 
individual who has sufficient authority to ensure appropriate audit coverage, 
consideration, and response; selection and dismissal of the director of internal 
auditing only with board of directors or audit committee concurrence; internal 
auditor access to the board or audit committee; and internal auditor authority to 
follow up on findings and recommendations.
Internal auditors are objective when not placed in a position of subordinating their 
judgm ent on audit matters to  that of others. The primary protection for this 
objectivity is appropriate internal auditor staff assignments. These assignments 
should be made to avoid potential and actual conflicts of interest and bias. Staff 
assignments should be rotated periodica lly and internal auditors should not 
assume operating responsibilities. Similarly, they should not be assigned to audit 
activities with which they were involved recently in connection with prior operating 
assignments.
It should be recognized that the internal audit function does not--as some people 
believe--have primary responsibility for establishing or maintaining the internal 
control system. That, as noted, is management's responsibility. But internal 
auditors evaluate the effectiveness of control systems and thus contribute to 
ongoing effectiveness. Because of organizational position and authority in an 
entity, and the objectivity with which it carries out its activities, an internal audit 
function often plays a very significant role in effective internal control.
Other Entity Personnel
Internal control is, at least to some degree, the responsibility of everyone in an 
entity and therefore should be an explicit or im plicit part of everyone's job 
description. This is true from two perspectives.
o First, virtually all employees play some role in effecting control. They 
may produce inform ation used in the internal contro l system --for 
example, inventory records, work-in-process data, sales, or expense 
reports- o r  take other actions needed to effect control. The care with 
which those activities are performed directly affects the effectiveness of 
the internal control system.
o Second, all personnel should be responsible for communicating to a 
higher organizational level problems in operations, noncompliance with 
the code of conduct, or other violations of policy or illegal actions. 
Internal control relies on checks and balances, including segregation of
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duties, and on em ployees' not "looking the other way." Personnel 
should understand the need to resist pressure from  superiors to 
partic ipate in im proper activities, and channels outside of normal 
re p o rtin g  lines should be availab le to  perm it reporting  o f such 
circumstances.
Internal control is everyone's business, and roles and responsibilities of all 
personnel should be well defined and effectively communicated.
EXTERNAL PARTIES
A number of parties, although external to the entity, can contribute to achievement 
of the entity's objectives-sometimes by actions that parallel those taken within an 
entity. In other cases, external parties may provide information useful to the entity 
in its internal control activities.
External Auditors
Perhaps no other party external to  an en tity  p lays as im portant a role in 
contributing to achievement of the entity's financial reporting objectives as the 
independent certified public accountants. They bring to management and the 
board of directors an independent, objective view, and contribute to an entity's 
achievement of its financial reporting objectives (and also other objectives).
In connection with a financial statement audit, the auditor expresses an opinion on 
the reliability of the financial statements, and thus contributes to the entity's 
financial reporting objectives. The auditor may, in addition, provide information to 
management useful to them in conducting their control responsibilities.
People have different perceptions regarding the attention given during a financial 
statement audit to an entity's internal control system. Some believe that an auditor 
expressing a standard, unqualified "clean" opinion on the financial statements has 
concluded that the entity's internal control system is effective. Others believe that, 
at the very least, the auditor necessarily has conducted a sufficiently thorough 
review of the internal control system to identify all or most significant weaknesses. 
Neither of these views is accurate.
To put a financial statement audit in perspective, it may help first to recognize that 
an entity can have an ineffective internal control system, and an auditor may still be 
able to  issue an opinion that the financial statements are "fairly stated." This is 
because an auditor focuses attention directly on the financial statements. If 
corrections to the financial statements are needed, they can be made, in which 
case a "clean" opinion can be rendered. The auditor gives an opinion on the 
financial statements, not on the internal control system. Inadequate controls may 
affect the audit, and make it more costly, due to the need for the auditor to perform 
more extensive tests of financial statement balances before forming an opinion.
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An auditor must gain sufficient knowledge of an entity's internal control system in 
order to plan the audit. The extent of attention given to internal control varies from 
audit to  audit: In some cases, considerable attention is given, and in others, 
relatively little attention is given. But even in the former case, an auditor usually 
would not be in a position to identify all internal control weaknesses that might 
exist. Thus, it cannot be presumed that a financial statement audit results in a 
determination that an entity's internal control system is effective.
In most cases, auditors conducting a financial statement audit do, in fact, provide 
information useful to management in carrying out their internal control-related 
responsibilities:
o By co m m u n ica tin g  aud it fin d in g s , a n a ly tica l in fo rm a tio n , and 
recom m endations fo r use in taking actions necessary to  achieve 
established objectives.
o By communicating findings regarding deficiencies in internal control that 
come to their attention, and recommendations for improvements that 
can be made to the internal control system.
This inform ation frequently w ill relate not only to  financial reporting, but to  
o p e ra tio n s  and com p liance  a c tiv itie s  as w e ll, and can make im portan t 
contributions to an entity's achievement of its objectives in each of these areas. 
The information is reported to management and, depending on its significance, to 
the board of directors or audit committee.
Legislators and Regulators
Legislators and regulators affect the internal control systems of many entities, 
either through requirements to establish internal controls, or through examinations 
of particular entities. Many of the relevant laws and regulations deal only with 
internal controls over financial reporting, although some, particularly those that 
apply to government organizations, can deal with operations and compliance 
objectives as well.
The Foreign Corrupt Practices Act requires that public companies establish and 
maintain internal accounting control systems that satisfy specified objectives. 
Other federal laws and regulations apply to federal financial assistance programs, 
which address a variety of activities ranging from civil rights matters to cash 
management, and specify required internal control procedures or practices. The 
Single Audit Act requires independent auditors to report on entities' compliance 
with the requirements--as do a number of regulations in certain industries such as 
financial services.
Several regulatory agencies directly examine entities for which they have oversight 
re sp o n s ib ility . For exam ple, federa l and state bank exam iners conduct 
examinations of banks, and often focus on certain aspects of the banks' internal 
control systems. These agencies make recommendations, and frequently are 
empowered to take enforcement action.
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Thus, legislators and regulators affect entities' internal control systems in two 
ways. They establish rules that provide the impetus for management to ensure 
that internal control systems meet the requirements. And, pursuant to examination 
of a particular entity, they provide information used by the entity's internal control 
system, and provide recommendations and sometimes directives to management 
regarding needed internal control system improvements.
Parties Interacting with the Entity
Custom ers, vendors, and others transacting business w ith an entity are an 
important source of information used in conducting control activities:
o A customer, for example, informs a company about shipping delays, 
inferior product quality, or failure to otherwise meet the customer's needs 
for product or service. Or, a customer may be more proactive, and work 
with an entity in developing needed product enhancements.
o A vendor provides statements or information regarding completed or 
open shipments and billings, which is used in identifying and correcting 
discrepancies and reconciling balances.
o A potential supplier notifies top management of an employee's request for 
a kickback.
These parties provide information that, in some cases, can be extremely important 
to  an entity in achieving its operations, financial reporting and com pliance 
objectives. The entity must have mechanisms in place with which to receive such 
inform ation, and to take appropriate action. Appropriate action in this case 
in c lu d e s  no t on ly  address ing  the pa rticu la r s itua tion  reported , but also 
investigating the underlying source of the problem and fixing it.
In addition to customers and vendors, other parties, such as creditors, can provide 
oversight regarding achievement of an entity's objectives. A bank, for example, 
may request reports on an entity's compliance with certain debt covenants, and 
recommend performance indicators or other desired targets or controls.
Financial Analysts
Financial analysts consider many factors relevant to an entity's worthiness as an 
investment. They analyze management's objectives and strategies, historical 
financial statements and prospective financial inform ation, actions taken in 
response to conditions in the economy and marketplace, potential for success in 
the short and long term, and industry performance and peer group comparisons.
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The investigative and monitoring activities of financial analysts can provide insights 
to management on how others perceive the entity's performance, industry and 
econom ic risks that may im pact the entity, innovative operating or financing 
strategies that may improve performance, and industry trends.
This information is sometimes provided directly in face-to-face meetings of financial 
analysts and management, or indirectly in analyses for investors and potential 
investors. In either case, management should consider the observations and 
insights of financial analysts that may enhance internal control.
CHAPTER 4
EVALUATION OF CONTROLS
Chapter Summary. Assurance that the internal control system is effective can be 
provided through evaluation of the control system. Which components of internal 
control should be subjected to evaluation, and the frequency of evaluation, w ill 
depend primarily on what ongoing monitoring procedures are in place. Because 
in tegrity, e th ica l values and competence and the control environment are so 
pervasive, and because ongoing m onitoring activities encompass a ll the other 
components, these components should be evaluated on a regular basis. Internal 
control deficiencies found in the evaluation process should be reported to the 
individual responsible for the function or activity involved, and usually to at least 
one level o f management higher. In some cases deficiencies should be reported 
to top m anagem ent and the board o f d irectors or audit committee. Various 
reporting directives or protocols may be used.
Management needs to ensure that the internal control system is effective, and this 
can be done in two ways: through routine activities, referred to as ongoing 
monitoring, and through separate evaluations. For most entities, a combination of 
the two will achieve the objective of seeing that internal control remains effective 
over time. Ongoing monitoring is addressed in Chapter 14; separate evaluations 
are addressed here.
EVALUATING INTERNAL CONTROL
Internal control systems change over time. The way controls are applied may 
evolve, where once-effective procedures become less effective, or perhaps are no 
longer performed. This can be due to the arrival of new personnel, the varying 
effectiveness of tra ining and supervision, time and resource constraints or 
additional pressures.
Furthermore, circumstances for which the internal control system originally was 
designed also may change, causing it to be less able to warn of the risks brought 
by new conditions.
Accordingly, management needs to determine whether the internal control system 
continues to be relevant and to address new risks. While ongoing monitoring 
procedures usually provide important feedback on the effectiveness of other 
control components, it is useful to take a fresh look from time to time, focusing 
d irectly on the system 's effectiveness. This also provides an opportunity to 
consider the continued effectiveness of the ongoing m onitoring procedures 
themselves.
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Scope and Frequency
Evaluations of internal control vary in scope, depending on the purpose for which 
they are performed. A decision may be made to evaluate an entity's entire internal 
con tro l system , in which case attention should be directed to  each of the 
components of internal control, with respect to all significant activities. In such 
cases each internal control component should be considered, and a determination 
made whether each criterion for internal control effectiveness is satisfied:
o Integrity and ethical values are practiced at all levels of the organization, 
and its people are competent.
o There is an atmosphere conducive to effective control, and a control 
consciousness on the part of its people.
o Entity-wide and activity objectives and related implementation strategies 
are established.
o Risks re lated to  the achievem ent of objectives are identified and 
analyzed.
o Inform ation requirem ents are identified and systems to provide the 
needed information are in place.
o Control procedures are established to ensure policy compliance in 
addressing risks related to achievement of the activity objectives.
o Relevant information and messages are communicated throughout the 
entity.
o Changes affecting the entity 's ability to carry out its strategies and 
achieve its objectives are m onitored and policies and procedures 
modified as needed.
o Internal control functions are monitored and policies and procedures 
modified as needed.
In considering each of these broad statements, reference must be made to the 
matters discussed in the following chapters, which address each of these criteria in 
more detail. The discussions (in Chapter 2) on reasonable assurance, involving 
cost-benefit determinations, the prudent person concept and other matters, and 
discussions (in Chapter 15) on the relative seriousness of deficiencies, also must 
be considered in reaching conclusions on whether the criteria have been satisfied. 
If all nine criteria are satisfied, a conclusion can be reached that the internal control 
system is effective.
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Most often there is no need to evaluate the entire internal control system at any 
one time. The evaluation might, for example, focus on how the criteria apply to 
only one category of objectives, such as those relating to the reliability of financial 
reporting. (The discussion under "Scope of Report" in Chapter 15 provides 
guidance for distinguishing financial reporting controls from other controls.)
Alternatively, an evaluation might focus on different criteria (as applied to one or 
more categories of objectives) at different times. In this connection, management 
might decide, for example, to first look closely at ongoing monitoring activities, 
including the evaluative procedures performed by internal auditors. Evaluative 
procedures needed to supplement those activities should then be planned. These 
procedures should be directed at different components or activities, whereby 
attention is initially focused on areas of greater risk, and all significant activities are 
evaluated over time.
There is no standard approach in emphasis or frequency. Entities differ in the way 
they are managed, the risks they face, the procedures they use and the quality of 
information available. Some generalities can, however, be made.
Integrity, ethical values and competence, and the control environment, are so 
important to the functioning of the other components of the internal control system 
that they should be formally evaluated on a, regular basis. This evaluation should 
consider not only senior management's viewpoint, but also the views of other 
personnel. A periodic survey of officers and other employees could be helpful in 
this regard.
Similarly, because of their effect on the other components, monitoring activities 
should be reviewed annually. With regard to monitoring of financial reporting 
controls, the assessment should focus not only on controls over annual reporting, 
but over interim financial reporting as well.
The process of relating entity-wide objectives to activity objectives and control 
procedures is ongoing. It is often useful to perform a comprehensive evaluation of 
these linkages at one point and, thereafter, to conduct update reviews over time by 
rotating among divisions and departments as appropriate.
In te rm s  o f c o m m u n ic a tio n s , m os t m a na g e m e n ts  sp e n d  m uch tim e  
communicating within the organization. However, the focus must be as much on 
what message has been received as on what message is supposed to be 
delivered. Many com panies have indeed becom e m ore cognizant of the 
importance of obtaining feedback. The effectiveness with which messages have in 
fact been communicated downward, upward, and across an organization can be 
asse sse d  on a p e rio d ic  b a s is  by a fte r- th e -fa c t ana lys is  and th ro u g h  
interdepartmental dialogue.
36
Regarding change-m anagem ent procedures, it is useful from time to time to 
supplem ent ongoing monitoring activities with a separate evaluation; this will 
fac ilita te  early iden tifica tion  of significant changes affecting the entity and 
communication of relevant information to the appropriate parties.
An appropriate mix o f ongoing m onitoring and separate evaluations can be 
extremely effective. The frequency of evaluations necessary for management to 
have reasonable assurance about the effectiveness of the internal control system 
is a m a tte r o f m anagem en t's  ju d g m e n t. In m aking tha t de term ination , 
consideration should be given to the risks, the competence and experience of the 
people implementing the controls, and the results of the ongoing monitoring, 
am ong other fac to rs . Usually, a com bination of annual and less-frequent 
evaluations of certain segments of an internal control system, together with 
ongoing m onitoring, provides management w ith a basis fo r m onitoring the 
effectiveness of internal control.
Who Evaluates
In addition to determining the scope and frequency of evaluations, management is 
responsible for deciding who should perform them.
Often, evaluations take the form of self-assessments, where persons responsible 
for a particular unit or function will determine the effectiveness of controls for their 
activities. The chief executive of a division, for example, may direct the evaluation 
of its internal control system. He or she might personally assess the integrity and 
organizational infrastructure components, and have individuals in charge of the 
d iv is io n 's  va rio u s  o p e ra tin g  activ ities assess the e ffectiveness of o ther 
components. Line managers might focus attention primarily on operations and 
com pliance objectives, and the divisional contro ller may focus on financial 
reporting objectives. Then, all results would be subject to the chief executive's 
review. The d iv is ion 's assessments would then be considered by corporate 
management, along with the internal control evaluations of other units.
Internal auditors normally perform internal control evaluations as part of their 
regular duties, or upon special request of board of directors, senior management 
or subsidiary or divisional executives. Because of their training and objectivity, 
internal auditors often play an important role in the context of an overall evaluation 
program . Sim ilarly, management may use the work of external auditors in 
considering the effectiveness of internal control. Often a combination of parties will 
be used in conducting whatever evaluative procedures management deems 
necessary.
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The Evaluation Process
Evaluating a system of internal control is a process in itself. Auditing, systems 
des ign , and m anagem ent consu lting  o rgan iza tions use a w ide range of 
approaches or techn iques, som e of which are d iscussed in professional 
publications or seminars. However, while approaches or techniques may vary, 
there should be a discipline brought to the evaluation process, in the sense of 
certain basics inherent in an evaluation.
o U nderstand ing the Internal Control System . The evaluator must 
understand each of the entity activities and components of the internal 
control system being addressed. It may be useful to focus first on how 
the system purportedly functions, sometimes referred to as the system 
design. This may involve discussions with entity personnel and review of 
existing documentation of the internal control system.
o Testing Internal Control. The evaluator must determine how the system 
actually works. Procedures designed to operate in a particular way may 
over time be m odified to operate differently, or may no longer be 
performed. Sometimes new controls are established but are not known 
to persons who described the system and are not included in available 
documentation.
A determ ination as to the actual functioning of the system involves 
obtain ing evidence of its operation. This can be accomplished by 
holding discussions with personnel who perform or are affected by 
control procedures, examining records on performance of the controls, 
and conducting information system processing tests. These can be 
done curren tly  or by review ing docum entation of pre-installation 
tests-tests performed before information systems go "live."
o Analysis. The evaluator must analyze the internal control system design 
and the results of tests performed. The analysis should be conducted 
against the backdrop of the criteria set forth in this report. It may, for 
example, include consideration of whether the entity has established 
entity-wide objectives and related implementation strategies for their 
achievement. It may focus on whether activity objectives, linked to the 
entity-w ide objectives, have been established and related risks and 
potential im pedim ents identified. It may weigh whether information 
system s provide re levant in form ation  and contro l procedures to 
adequately control the risks.
The analysis may also focus on the various factors that make up the 
control environment, and consider their appropriateness. It may assess 
the entity's means of communicating and the relevance of the messages 
transmitted throughout the organization and with external parties. It may 
consider the extent to which mechanisms are in place to identify internal 
and external changes and to monitor the system on an ongoing basis.
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The analysis also may confirm "ownership" of the internal control system 
w ith the chief executive. A lthough responsibility is assigned and 
authority delegated to senior managers, an evaluator should look for 
accountability at each management level.
As more entities emphasize quality as a key to achieving their long-term business 
objectives, the evaluation process will by necessity consider the extent to which 
quality initiatives have been addressed by the internal control system.
Methodology
A wide variety of evaluation m ethodologies and too ls is available, including 
checklists, questionnaires and flow charting techniques. Many quantitative 
techniques are presented in the business and academic literature, involving, for 
example, weighting of or scoring contro ls to  reflect relative im portance, or 
combining quantitatively the effects of different controls on achieving objectives. 
Lists of what are referred to as control objectives have been presented, identifying 
on a generic basis objectives of internal control. These usually deal with the 
reliability of financial reporting more than with operations or compliance objectives. 
In some cases, control objectives are associated with generic financial statement 
assertions, discussed in Chapter 8.
Any of a number of methodologies and techniques can be useful in the evaluation 
process. What is im portant is that a logical m ethodology be applied when 
evaluating a particular component of an entity's internal control system.
Because a number of people may be involved in an internal control system 
evaluation, it is important to bring the team together to plan the evaluation process 
and ensure a coordinated effort. This can be accomplished through sessions 
where m ethodologies and responsibilities are outlined, work programs and 
evaluation tools discussed and distributed, documentation needs addressed, and 
questions answered.
This study includes a set of tools useful in conducting an evaluation. The tools 
presented in Appendix C are designed to facilitate evaluation of an entity's entire 
internal control system or a portion of it. An illustrative set of tools filled in for a 
hypothetical company is also presented in the appendix.
Their inclusion in this report does not suggest that all matters addressed in the 
tools need to be considered in evaluating an internal control system, or that all 
such matters must be present in order to conclude that a system is effective. They 
are presented to illustrate the types of matters that may be relevant to a particular 
internal control system component. Entities may wish to modify these tools, 
develop different evaluation tools or, as noted above, use methodologies utilizing 
other evaluative techniques.
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As an alternative to, or in conjunction with, the use of evaluation tools, entities may 
compare their internal control systems to those of other entities. A company may 
measure its system against one or more companies with reputations for having 
particularly good internal control systems. Such comparisons might be done 
d irec tly  w ith another com pany, or under the auspices of trade or industry 
associations. Management consultants may be able to provide comparative 
information, and peer review functions in some industries can similarly help a 
company to evaluate its control systems against its peers. A word of caution is 
needed. When comparing internal control systems, consideration must be given 
to differences that always exist in objectives, facts and circumstances.
A lthough comparison with control systems of other entities can be extremely 
beneficial, an evaluator cannot look solely to how others operate. The nine 
individual components and relevant concepts, such as that of the prudent person, 
need to be kept in mind.
Documentation
The extent to which documentation of an entity's internal control system exists 
frequently varies with the entity 's size, com plexity and like factors. Larger 
organizations usually have written policy manuals, formal organization charts, 
written job descriptions, operating instructions, information system flowcharts, etc. 
Smaller companies typically have considerably less documentation.
The nature and extent of internal control system documentation necessary to an 
evaluation is a matter of the evaluator's judgment. In small companies, or for 
certain aspects of larger companies' control systems, little or no documentation 
may be needed. It may be difficult, however, to understand certain components of 
the internal control system such as information systems without some form of 
description. Where such documentation doesn't exist, the evaluator may find it 
necessary to request that it be developed before conducting an evaluation. 
Alternatively, the evaluator may prepare such documentation.
Many controls are informal and undocumented, yet are regularly performed and 
highly effective. These controls may be tested in the same ways documented 
controls are. The fact that controls are not documented does not mean that an 
internal contro l system is not effective, or that it cannot be evaluated. Clear 
documentation does usually make the evaluation more efficient. It is helpful in 
other respects: Clear documentation facilitates employee understanding of how 
the system works and their particular roles, and makes it easier to effectively 
modify systems when necessary.
D epending on the purpose of an evaluation, the evaluator may decide to 
document the evaluation process itself. He or she will usually draw on existing 
docum entation of the entity 's internal contro l system. That will typically be 
supplemented with additional documentation of the internal control system, along 
with descriptions of the tests and analyses performed in the evaluation process.
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The nature and extent of documentation--whether of the internal control system or 
the evaluation process-norm ally will become more substantive when statements 
about the system or evaluation are made available to additional parties. Where an 
entity's management intends to make a statement to external parties regarding the 
effectiveness of its internal control system, it should consider developing and 
retaining documentation to support the statement. Such documentation may be 
useful if the statement is subsequently challenged.
Action Plan
Executives directing evaluations of internal control systems for the first time might 
consider the following suggested outline of where to start and what to do:
o Identify ongoing monitoring activities that routinely provide comfort that 
internal control is effective.
o D ecide on the  e va lu a tio n 's  scope , in term s of in terna l con tro l 
components and activities to be addressed.
o Analyze contro l evaluation work by internal auditors, and consider 
control-related findings of external auditors.
o Prioritize by unit, component, or otherwise, the higher risk areas that 
warrant immediate attention.
o Based on the above, develop an evaluation program with short- and 
long-range segments.
o Bring together the parties who will carry out the evaluation. Together, 
consider not only scope and timeframes, but also methodology, tools to 
be used, input from internal and external auditors and regulators, means 
of reporting findings, and expected documentation.
o Monitor progress, and review findings.
o See that necessary follow-up actions are taken, and modify subsequent 
evaluation segments as necessary.
Much of the work will of course be delegated. It's important, however, that the 
person responsible for conducting the evaluation manage the process through 
completion.
It also is important that the planning and execution of the evaluation include all 
appropriate parties. For instance, where the focus is on controls over financial 
reporting, the individual leading the evaluation process typically will be the chief 
financial officer. But because of the overlap of control categories and the effect of 
one category on another, operations personnel and those involved in compliance 
matters usually will participate in the evaluation. On another level, the CFO likely 
would obtain insights from members of the board of directors or audit committee 
on issues of interest or concern, and later compare conclusions with their views.
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REPORTING DEFICIENCIES
Deficiencies in an entity's internal control system surface from any of a number of 
sources, inc lud ing  the e n tity 's  ongoing m onitoring  procedures, separate 
evaluations of the internal control system and external parties.
The term "deficiency" is used here for a condition within an internal control system 
worthy of attention. A "deficiency," therefore, may represent a perceived, potential 
or real shortcoming, or an opportunity to strengthen the internal control system to 
provide a greater likelihood that the entity's objectives will be achieved.
Sources of Information
Information on internal control deficiencies comes from a variety of sources within 
and outside the entity.
Internal Sources. One of the best sources of such information is the internal 
control system itself. The ongoing monitoring activities of an enterprise, including 
managerial activities, communications from customers and vendors, and everyday 
supervision of employees, generate insights from personnel directly involved in the 
entity's activities. These insights are gained in real-time and can provide quick 
identification of deficiencies.
Other sources of control deficiencies are the separate evaluations of an internal 
control system. Evaluations performed by management, internal audit, or other 
p e rsonne l, can h ig h lig h t areas of an in terna l con tro l system  in need of 
improvement.
External Parties. A num ber of external parties frequently provide important 
information on the functioning of an entity's internal control system.
o Custom ers, vendors and others doing business with an entity can 
provide signals indicating control deficiencies.
o Independent public accountants, in connection with financial statement 
audits or other services, may identify deficiencies in internal control.
o Regulators, in examinations of financial reports or other activities of the 
entities for which they have oversight responsibility, may identify control 
deficiencies.
Reports from  external sources must be carefully considered for their internal 
control implications, and appropriate corrective actions taken.
What Should Be Reported
What should be reported? A universal answer is not possible as this is highly 
subjective. Certain parameters can, however, be drawn around the issue.
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Certainly, all internal control deficiencies that can affect the entity's attaining its 
objectives should be reported to those who can take necessary action, as 
discussed in the next section. The nature of matters to be communicated will vary 
depending on individuals' authority to deal with circumstances that arise, and the 
oversight activities of superiors.
In considering what needs to be communicated, it is necessary to look at the 
implications of findings. For example, a salesperson points out that earned sales 
com m issions were com puted incorrectly . Payroll departm ent personnel 
investigate and find that an outdated price on a particular product was used, 
resu lting  in undercom putation of com missions, as well as underbillings to 
custom ers. A ction taken may include reca lcu la tion  of all sa lespe rsons ' 
commissions and billings since the price change went into effect. However, this 
action still may not address a number of important related questions. Why wasn't 
the new price used in the first place? What controls exist to ensure price increases 
are entered correctly and on time to the information system? Is there a problem 
with the com puter program s that compute sales commissions and customer 
billings? If so, are controls over software development or changes to software in 
need of attention? Would another component of internal control have identified the 
problem on a timely basis had the salesperson not pointed out the error?
Thus, a seemingly simple problem with an apparent solution might have more far- 
reaching contro l implications. This underscores the need for errors or other 
problems to be reported upstream. It is essential that not only the particular 
transaction or event be reported, but also that potentially faulty controls be 
reevaluated.
It can be argued that no problem is so insignificant as to make investigation of its 
control implications unwarranted. An employee's taking of a few dollars from a 
petty cash fund for personal use, for example, would not be significant in terms of 
that particular event, and probably not in terms of the amount of the entire petty 
cash fund. Thus, investigating it might not be worthwhile, considering controls 
over the fund. However, condoning personal use of the entity's money might send 
an unintended message to employees.
To Whom to Report
To whom to report information on control deficiencies depends on the nature and 
significance of the information and its source.
Information generated by an employee in conducting regular operating activities 
usually is reported through normal channels w ithin the organization. That 
individual communicates the information to his or her immediate superior, who 
may in turn communicate upstream or laterally in the organization so that the 
information ends up with people who can and should act on it. As discussed 
further in Chapter 12, there should be alternative communications channels 
available for reporting certain sensitive information, such as illegal or improper 
acts.
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Findings of internal contro l deficiencies should be reported to the individual 
responsible for the function or activity involved, who is in the position to take 
corrective action, and usually to  at least one level of management above the 
directly responsible person. This process enables that individual to provide 
needed support or oversight for taking corrective action, and to communicate with 
others in the organization whose activities may be affected.
Internal control deficiencies may be significant enough to warrant communication 
to higher levels of management and the board of directors or audit committee. All 
s ign ifican t find ings should be com m unicated to top management. Upper 
m anagem ent shou ld  also be in form ed of whom  or at w hat levels in the 
organization less important findings were communicated.
Reporting Directives
Providing the information on internal control deficiencies needed by a particular 
party is critical to the continued effectiveness of an internal control system. A 
system that identifies matters of concern but does not bring them to the right level 
in the entity loses its effectiveness. Protocols can be established to identify what 
information is needed at a particular level for decision making.
Such protocols are based on the general rule that a manager should receive 
control information needed to affect action or behavior of people under his or her 
responsibility, or to achieve the activity's objectives. A chief executive normally 
would want to be apprised, for example, of the number of serious infractions of 
prescribed policies and procedures. He or she would also want supporting 
information on the nature of the more significant matters, such as matters that 
could have significant financial consequences or strategic implications or that 
could affect the entity's reputation. Senior managers should be apprised of control 
deficiencies affecting their units, such as where assets with a specified monetary 
value are at risk, where the com petence of personnel is lacking, or where 
important financial reconciliations are not performed correctly. Managers should 
be informed of control deficiencies in their units in increasing levels of detail as one 
moves down the organizational structure.
Protocols are established by supervisors, who define for subordinates what 
matters should be reported. The degree of specificity will vary, usually increasing 
at lower levels in the organization. On the other hand, reporting protocols, if too 
narrow ly defined, can inhib it effective reporting. But if sufficient flexibility is 
provided, they can enhance the reporting process.
Parties to whom deficiencies are to be communicated sometimes provide specific 
directives regarding information to be reported. A board of directors or audit 
committee, for example, may ask management or internal or external auditors to
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communicate only those findings meeting a specified threshold of seriousness or 
importance. One such threshold used by the public accounting profession is 
"reportable conditions." They are defined as:
... significant deficiencies in the design or operation of the internal 
control structure, which could adversely affect the organization's 
ability to record, process, summarize and report financial data 
consistent w ith the assertions of m anagement in the financial 
statements.1
This defin ition relates to financial reporting objectives, though the concept 
probably could cover operations and compliance objectives as well.
Forms of Reporting
As with most communications, how information is reported varies widely based on 
a number of factors, including the importance of the information, its time-sensitivity 
and the desires of the recipient.
Typically, ongoing monitoring activities are reported orally to direct superiors. 
When many people need to be apprised, written memoranda or reports might be 
developed, or meetings held.
C om m unications may be o ra l or w ritten , depending on the nature of the 
information and the audience. More significant findings often are communicated in 
writing and presented in formal meetings.
In one large company, the executive in charge of each unit reports in writing on the 
condition of internal control within his or her activity unit. The report is forwarded 
to the person to whom the individual reports, and a copy is sent to the internal 
audit function. These reports form the basis of risk assessments and follow-up 
actions.
1 / Reportable conditions include what are referred to as "material weaknesses," 
discussed in Chapter 15.
PARTS 2 AND 3 CHAPTER SUMMARIES
For further information, refer to parts 2 and 3 of the full report, as well as the 
appendices. The chapters in parts 2 and 3 are summarzied as follows:
Part 2-Definition. Components
o Chapter 5. Definition. Management, auditors, legislators, regulators and 
others have different perspectives on internal control, yet commonalities 
perm it a common definition. Internal contro l is defined broadly to 
encompass all aspects of contro lling a business. Special-purpose 
definitions are provided to accommodate a focus on specific areas of 
internal control. The broad definition speaks to a process, effected by an 
entity's people, to  accomplish stated entity objectives. Internal control 
consists of nine interrelated components, which are integrated with the 
business and management processes and are inherent in the way 
management runs the business or enterprise. The components are 
linked, and serve as criteria fo r determ ining whether the system is 
effective. The components are discussed in Chapters 6 through 14.
o Chapter 6. Integrity. Ethical Values and Competence. Integrity on the part 
of an entity's people, ethical values that establish a standard for their 
behavior, and the competence to effectively carry out job responsibilities 
are essential to effective internal control. The tone in an organization is 
set at the highest management level, and that tone influences the 
standards and actions of everyone. Certain organizational factors can 
in fluence in tegrity  and ethical behavior. Ethical values and moral 
guidance should be communicated throughout the organization, by word 
and deed. A formal or informal code of corporate conduct-and  the way 
that management lives with and enforces it--communicates an entity's 
expectations about duty and integrity to  employees, suppliers and 
customers.
o Chapter 7. Control Environment. The control environment influences and 
permeates the other components of the internal control system, providing 
discipline and structure. The control environment, together with integrity, 
e th ica l va lues and com petence sets the "tone at the top" of an 
organization. Control environment factors include the board of directors, 
management's philosophy and operating style, organizational structure, 
assignment of authority and responsibility, and human resource policies 
and procedures.
o Chapter 8. O bjectives. Objective setting begins at the entity level, 
encom passing m ission and value statements, and leading to overall 
strategy. More specific objectives, linked and integrated with the entity- 
level objectives and strategic plan, are identified at the activity level. 
Objectives fall into one or more of three categories, pertaining to the
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entity 's operations, financial reporting and compliance with laws and 
regu la tions. The e n tity 's  in terna l con tro l system  should provide 
reasonable assurance that the financial reporting and compliance 
objectives are being achieved, and that management is apprised of the 
extent to which operations objectives are being realized.
o Chapter 9. Risk Assessment. All entities face a variety of risks, from 
external and internal sources. Risk assessment involves identifying risks 
to both stated and implied entity-wide objectives. To the extent possible, 
risk assessm ent also re lates risks to  activ ities, considering  the ir 
s ign ificance, like lihood  of occurrence and the cost and benefit of 
m itiga ting  them . M anagem ent considers how the risk should be 
m a n a g e d -- id e n tify in g  n e ce ssa ry  a c tio n s  and re la te d  c o n tro l 
procedures--and what degree of risk is acceptable as prudent business 
risk.
o Chapter 10. Information Systems. Information systems capture pertinent 
data and bring it to people in a form that enables them to carry out their 
responsibilities. Information systems produce the reports, containing 
operational and financial information, that make it possible to run the 
business. They not only deal with internally generated data, but also 
capture, process, and report information about external events, activities, 
and conditions necessary to informed business decision making and 
external reporting. Information systems are increasingly designed to 
carry out strategic initiatives. In addition to effecting control as an 
individual control component, information systems are closely linked with 
other components. While they help to effect internal control, information 
systems themselves need to be controlled.
o Chapter 11. Control Procedures. Control procedures include actions 
taken within an entity to ensure adherence to the policies and procedures 
estab lished to  address risks a ffecting  achievem ent of the entity 's 
ob jectives. C ontro l p rocedures fa ll in to  one or more categories: 
operations, financial reporting, and com pliance. They may include 
procedures performed at any organizational level. They include actions 
as diverse as checking or verifying that specific required actions took 
place properly and on time, and securing facilities or segregating certain 
duties to  prevent unauthorized or otherw ise im proper or erroneous 
actions from occurring. Control procedures consisting of general and 
application computer controls help ensure the accuracy, completeness, 
and authorization of transaction processing.
o Chapter 12. Communication. Effective communication must occur down, 
across, and up the organization. All personnel must receive a clear 
message from  top  management that control responsibilities must be 
taken seriously. Each individual must understand his or her role in the
47
internal control system, as well as how individual activities relate to the 
work of others. They also need a means of communicating significant 
in fo rm a tio n  upstream . A dd itiona lly , there  needs to be effective 
communication with external parties-custom ers, suppliers, regulators, 
shareholders and others.
o Chapter 13. Managing Change. Conditions external to and within an 
entity will continue to change, and mechanisms need to be in place to 
identify and effectively deal w ith the changes. C ircum stances that 
demand special attention include changes in regulatory or economic 
environm ents, new personnel in key pos itions, new or revamped 
information systems, rapid growth, new technology, new lines or products 
or activities, restructurings, and significant changes in foreign operations. 
To the extent practicable, control mechanisms should be forward-looking, 
so that the impact of important changes can be anticipated and relevant 
actions taken.
o Chapter 14. Monitoring. Internal control systems need to be monitored--a 
process that assesses the quality of the system's performance over time. 
Monitoring can be done through ongoing monitoring activities, discussed 
here, th rough  separate eva luations, d iscussed in Chapter 4, or a 
com bination of the two. Ongoing monitoring occurs in the ordinary 
course of operations, and includes regular management and supervisory 
activities, comparisons, reconciliations and other actions personnel take 
in performing their duties.
Part 3--Manaoement Reporting to External Parties
o Chapter 15. Management Reporting to External Parties. Many public 
companies include management reports on internal control in their annual 
reports to  shareholders. Those reports, and th is chapter, address 
internal controls over the entity's published financial statements. Where a 
management report is issued, it should directly address the effectiveness 
of the internal control system, the standards against which the system is 
measured (such as the criteria provided in this study), and the date as of 
w hich m anagem ent's conclusion is made. An illustrative report is 
presented.
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